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Important Definitions

-------

* SCADA — Supervisory Control and Data Acquisition
* |CS — Industrial Control System

* PLC — Programmable Logic Controller

* |oT — Internet of Things

* [loT — Industrial Internet of Things
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* Changes to the industrial integration of enterprise networks (IT) and operating networks
(OT)

* The “Shopfloor” is no longer isolated or “air gapped”
* Employing ethernet protocols in place of commonly used protocols

* Desire to incorporate data from manufacturing, production in decision-making, the use of
“Big Data” for production analysis



Programmable Logic Controller (PLC)
Human Machine Interface (HMI)
Master Terminal Unit (MTU)

Data Historian

Sensors

Switches / Hubs

Remote Terminal Unit (RTU)

Control Server

Intelligent Electronic Device (IED)
Engineering Workstation
Actuators

Firewalls



PROFINET — Process Field Net Profibus
EtherNet/IP PowerlLink Ethernet
EtherCAT

Common Industrial protocol (CIP)

Ethernet

Modbus and Modbus TCP/IP

DNP3

Common IT Protocols found in ICS — HTTP, FTP, Telnet, ARP, ICMP
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Weaknesses of Communication Protocols
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* No inherent security measures

* If using Ethernet, then traditional security issues exist — packet capture, injection of
malicious attacks

* |dentity theft
* Modification of messages
* Re-injection of traffic

e Eavesdropping, use of taps
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Issues Surrounding Cybersecurity and ICS
Protection |
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Routine patching of operating systems is uncommon
Limited memory and processing capabilities on PLCs

Many of the communication protocols are hackable, containing inherent
vulnerabilities

Changes to programs — Ladder Programs — can be loaded directly to a PLC

Lack of adequate training for technicians and engineering staff on
cybersecurity
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Replay attack on SCADA —
data is captured from normal
operations and replayed
while attack is occurring thus
preventing monitoring staff
from being alerted by alarms

Malware on enterprise
network is able to access OT
network and ICS through
integrated networks (IT / OT)

— Stuxnet Virus




* Mirai botnet attack — created by a group of teens used various
unsecured Internet cameras to create a botnet



Examining Your Own Systemsh

-------

* Using Shodan https://www.shodan.io

or

* Censys.io https://www.censys.io

you can see if any of your industrial devices are available to
individuals browsing the Internet
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https://www.shodan.io/
https://www.censys.io/
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Key Vulnerability Reference Sites
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* Industrial Control Systems: Alerts, Advisories, Reports -
https://www.us-cert.gov/ics Site used to report discovered
vulnerabilities and aids in their mitigation

* Industrial Control Systems Cyber Emergency Response Team —
https://isc-cert.us-cert.gov

* Industrial Control Systems Information Sharing and Analysis —
nttp://isc-isac.org

* SCADAhacker.com — https://scadahacker.com/library



https://www.us-cert.gov/ics
https://isc-cert.us-cert.gov/
http://isc-isac.org/
https://scadahacker.com/library

:&: CAN Bus Network Implementat > “+ -
<« C & us-cert.gov/ics/alerts/ics-alert-19-211-01 = 9 e
10 Best Intrusion D... '__l Detect insider threa... ! The Top Informatio... m Windows Desktop/... ﬂ Politics, Policy, Politi... eX Practice Lab Enviro... - What is enterprise r... A T111-02.pdf % {19,077 unread) - g...

Ofiicial websile of the Department of Homeland Security
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About Us Alerts and Tips Resources Industrial Control Systems

ICS-CERT Landing ICS-CERT Alerts CAN Bus Network Implementation in Avionics

More ICS-CERT Alerts

ICS Alert (ICS-ALERT-19-211-01)

CAN Bus Network Implementation in Avionics

2 Tweet

Legal Notice

Allinformation products included in http://ics-cert.us-cert.gov are provided "as is” for informational purpeses only. The Department of Homeland Security (DHS) does not provide any warranties of any kind

regarding any infermation contained within. DHS does not enderse any commercial product or service, referenced in this product or otherwise. Further dissemination of this product is governed by the Traffic

Light Protocol (TLP) marking in the header. For more information about TLP, see hitp:/ _us-cert.gov/tlp/.

1 EXECUTIVE SUMMARY

CISA is aware of a public report of insecure implementation of CAM bus networks affecting aircraft. According to this report, the CAN bus networks are exploitable when an
attacker has unsupervised physical access to the aircraft. CISA is issuing this alert to provide early notice of the report.

An attacker with physical access to the aircraft could attach a device to an avionics CAN bus that could be used to inject false data, resulting in incorrect readings in avionic
equipment. The researchers have outlined that engine telemetry readings, compass and attitude data, altitude, airspeeds, and angle of attack could all be manipulated to
provide false measurements to the pilot. The researchers hawve further outlined that a pilot relying on instrument readings would be unable to distinguish between false and
legitimate readings, which could result in loss of control of the affected aircraft.

2 MITIGATIONS

CISA recommends aircraft owners restrict access to planes to the best of their abilities. Manufacturers of aircraft should review implementation of CAN bus networks to
compensate for the physical attack vector. The automotive industry has made advancements in implementing safeguards that hinder similar physical attacks to CAN bus

09 PM
9/3/2019
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Helpful Reference Sites for ICS Se“‘c“‘u rwity

concerns

* https://www.trendmicro.com/us/iot-security/

* https://scadahacker.com/resources.html

* https://www.us-cert.gov/ics/Training-Available-Through-ICS-CERT



https://www.trendmicro.com/us/iot-security/
https://scadahacker.com/resources.html
https://www.us-cert.gov/ics/Training-Available-Through-ICS-CERT

e Kali Linux is a specialized version of Linux that contains various tools for
scanning and vulnerability assessment

* Metasploit is included in Kali Linux and is used to select various exploits and
scripts which are associated with various weaknesses and vulnerabilities

within computer systems
* There are a number of different exploits that are related to SCADA & ICS



Hacking and Industrial Communications
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e Each of the different communication protocols used in ICS has a
known vulnerability

* Available on the web are numerous examples of how one can
sniff these networks

* Remember, hackers don’t worry about crashing a system where
as ethical hacker do
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Testing / Experimentation Lab

 Lab contains both IT and OT components

* Closed network running Kali Linux, Windows 7, Ubuntu,
Metasploitable,

* Integrated PLCs, SCADA, HMI, and other industrial components
* PLCs open to access and reprogramming for insider threats



Testing / Experimentation Lab

Kali Linux & IT Equipment
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Testing / Experimentation Lab
IDC / SCADA Equipment
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Testing / Experimentation Lab
IDC / SCADA Equipment
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ISA/IEC 62443

NEI 08-09

NERC CIP

NIST SP800-82

NIST Framework for Improving Critical Infrastructure
Security

NISTIR 8183 - Cybersecurity Framework
Manufacturing Profile

NIST Framework for Improving Critical Infrastructure
Cybersecurity Version 1.1

Water/Waste-Water
Non-Industry Specific
Nuclear Power
Electric Utility
Non-Industry Specific

Non-Industry Specific

Manufacturing

Critical Infrastructure
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" Examples of Non-traditional Systemsﬂ‘_Thkat Can

~ Benefit from a Cybersecurity Framework
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* Advanced Metering Infrastructure

e Building Automation

e CCTV Surveillance Systems

* Digital Signage

* Electronic Security Systems

* Energy Management Systems

* Fire Alarm Systems

* Intrusion Detection Systems

* Public Safety / Land Mobile Radios

* There are many different systems that can benefit from NIST 800-52 rev. 2
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Current Status of loT Security Leglslatlon

Senate Bill 734 & House Bill 1668

General Bill that originally included PLCs as “general-purpose computing devices”

Changes to H.R. 1668 have exempted them; however, that is a concern because of the
increase connectivity of OT to IT and thereby, indirectly to the Internet

Primary purpose of the bills is “To leverage Federal Government procurement power to
encourage increase cybersecurity for Internet of Things devices, and for other purposes.”

There are, however, exemptions that allow a Federal agency to still select insecure devices
as long as they are need for national security or research.

The topic of IToT is not addressed directly in the legislation.
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The slides are available on my corporate website — www.securityandanalytics.com

Continued research will be posted on that site

Contact me @ gwskelton@securityandanalytics.com / 601.427.4760

Business cards are available for all interested
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